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An autonomous agent will do
exactly what its tools let it do,
and nho more.

The set of things its tools let it do is almost never the set anyone deliberately chose.

And afterwards, someone will ask what it did, and who allowed it. =
"
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The auditor’s questions

' What did the agent do?

EU AT Act Art. 12 - record-keeping

2 \WWho allowed it, and within what limits?

FINRA 2026 - scope and authority

S Could a human stop it, or reverse it?

EU AI Act Art. 14 - human oversight

4 Can you explainthis one decisionto the person it affected?

EU AI Act Art. 86 GDPR - CJEU C-203/22

5 Are the records complete, kept, and tamper-evident?

EU AI Act Art. 19 DORA RTS Art. 12 ISO/IEC 24970 (FDIS)
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e C I e ® what an agent may do

I rac e o what it actually did
I r OV e o it afterwards, from the trace



e C I e ® what an agent may do



Authority accumulates

A tool added for one workflow WHAT ITS TOOLS AND CREDENTIALS ALLOW
— stays available for every workflow

A credential scoped for a demo

— survives into production never deCided

What anyone decided

A delegation added to unblock a Friday deploy

— becomes a permanent edge in the graph

Nobody decided to give the agent that reach. The agents behave.
The boundaries erode anywauy.
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The agent cannot hold its own boundary

ADHERENCE IS PROBABILISTIC

Holds 99 times.
Yields on the 100th.

A strong suggestion with a failure
rate. Weakest under novel inputs,
adversarial phrasing and unusual
state: where the boundary matters
most.

INTENT IS NOT CAPABILITY

Instruction - intent, in the prompt

*Never pay out more than €6,000
without a human.”

Tool binding - capability, executes

execute_payment(amount)

Only one of them runs. The €6,000 line has to live
somewhere the agent can’t argue with.

When intent and capability disagree, capability wins.
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An agent is a workload

A microservice

will do whatever its identity, network access and
permissions allow

An agent

will do whatever its identity, network access and
permissions allow

with a non-deterministic control loop

We spent fifteen years learning not to trust a workload to police itself.

Bounded autonomy is a property of the

platform, not of the agent.
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The deterministic spine

A claims payout. The agent works inside one step.

Propose Decide Pay

the agent a limit, or a person a gate

Claim in

The agent’s output: a proposal, never an outcome.

Every gate records. Evidence is a byproduct.
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The Safe Operating Model

Rings of least privilege. Each outer ring depends on the one inside it.

Core - identity What is acting?
Capability attested workload identity
Reach Ring 1-reach What mag it Connect tO?

the network, per connection

Ring 2 - capability What may it hOld, and call?

admission and the tool gateway

Keystone - the agent can never edit what defines its authority

< Around every ring, evidence: each decision is a span, keyed by the same identity. What the agent
actually did.

The Safe Operating Model - Francesco Beltramini, ControlPlane
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What this asks us to build

Integration and rigor, not invention.

~="" SPIFFE - SPIRE ¢ Linkerd
=== Who is acting ||| l|I what it can reach
OpenFeature x> Kyverno
how far it may go today g ' ' hands off its own rules

Each one is a production-grade project today.
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agentgateway
what it may call

Git

the only way to change it
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Core - ldentity

SPIFFE and SPIRE

=" SPIFFE 4. SPIRE
= M

the standard - what a passport looks like the issuer - the passport office

An ID for a workload, not a person: An agent on every node checks where a pod runs before
spiffe://northstar.local/ns/../sa/.., carriedin a the server signs: its namespace, its service account.
short-lived signed document, the SVID.

Sy Q @
A pod asks SPIRE checks SPIRE signs The pod shows it

over a local socket, no secret namespace, service account an SVID that expires soon at the gateway, on every call

No password to leak. The identity is proven by where it runs, not by what it says.
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The passport, in config

# spire/registration.yaml
kind: ClusterSPIFFEID

spiffeIDTemplate:
"spiffe://{{ .TrustDomain }}
/ns/{{ .PodMeta.Namespace }}
/sa/{{ .PodSpec.ServiceAccountName }}"
podSelector: {app: settlement-agent}

Built from where the pod runs, not from what the agent says.
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Core - identity
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Ring 1-reach

i) No road around the gateway

The rule Linkerd - NetworkPolicy

# reach/linkerd-policies.yaml: the way in
kind: Server # payments-mcp :8000
accessPolicy: deny

kind: AuthorizationPolicy # payments-mcp-gateway-only
requiredAuthenticationRefs:
- kind: MeshTLSAuthentication
name: agentgateway # by mTLS identity

# reach/network-policies.yaml: the way out
# no rule to the internet, not even to the model
kind: NetworkPolicy # settlement-agent-egres
egress:
- to: [{podSelector: {app: agentgateway}}]
ports: [{port: 3000}, {port: 4000}] # tools, model

Go around the gateway: 403, and counted.
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Ring 2 - per call

13 One door, three checks

The rule agentgateway

# 1 no passport: 401
jwtAuth: {mode: strict}
# 2 CEL: two callers, and a ceiling
- allow: 'jwt.sub in [".../settlement-agent", ".../reviewer-ui"]
&& (mcp.tool.name == "execute_payment"
|| mcp.tool.arguments.amount < 50000)'

# 3 ask the policy service; no answer: no
mcpGuardrails:
- kind: remote
methods: {"tools/call": request}
host: policy-decision-service:9100
metadata: {caller: 'jwt.sub'}
failureMode: failClosed

CEL for what the request proves. Ask when the answer needs a lookup.
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Ring 2 - per call

111 The model, through the same door
The rule / agentgateway

1lm:

policies:
jwtAuth: {mode: strict} # 1 no passport: 401
authorization: # 2 not one of the two agents: 403
- allow: 'jwt.sub in [".../sa/claims-agent",

.../sa/settlement-agent"]"’

models: # 3 any other model: 404

- name: claude-sonnet-5
provider: anthropic
params:
apiKey: {file: .../ANTHROPIC_API_KEY}

The agent holds no key. The platform does.
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Ring 2 - Capability

@ One flag, one table

Where the level lives The rule

FeatureFlag # openfeature/featureflag.yaml

northstar-autonomy:
defaultVariant: assisted

served by targeting:

if:

- in: [var: spiffeld,

northstar-autonomy

the provider, a sidecar

[../sa/settlement-agent]]
- "autonomous"

asked by

# pds/rules.py
Decision service EXECUTE_LIMITS = {assisted: 0, autonomous: 6000}

through the OpenFeature SDK, per SPIFFE ID

&4 no deploy %y aone-word diff per caller 90 leaves a trace

Same agent, same code, same image. Only the flag decides how free.
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Keystone

‘ [ ] [ ]
24 1t cannot rewrite its own bounds

The flag, its permissions, the policies, the routes, its SPIFFE ID: the objects that define its authority.

The agent’s identity — change its own flag
92 A person or a pipeline — a reviewed commit Applied

# kyverno/keystone-policy.yaml

kind: ValidatingPolicy # agents-cannot-edit-their-own-authority
validationActions: [Deny]

matchConditions:

- expression: request.userInfo.username.startsWith(

'system:serviceaccount:northstar-agents:"')

Even when RBAC says yes, Kyverno says no.
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Trace.

what it actually did
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+I\Ileet Northstar Insurance

CUEtomer the key is in the gateway, not the agents >i/ SERRa ;lb;;ﬁ:cl;;(;p;l;:_c_o_r;\"él;ua_e """"""
: L outside the cluster - claude-sonnet-5
1
( modelcalls AT !
v ! i v :
{
customer-ui claims-agent settlement-agent |,/  agentgateway ] (payments-mcp payments-api
Next.js a2a-sdk 0.3.7 PydanticAl 2.42 v1.6.0 - tools - models , FastMCP 4.0.3 P Go- otelhttp
PydanticAl 2.42 mcp 2.2.0 client L jwtAuth - guardrail J permit only L the ledger
PDS + flagd FeatureFlag
the decision span the contract
= NORTHSTAR- NORTHSTAR-
NORTHSTAR-AGENTS NORTHSTAR-PLATFORM TOOLS SYSTEMS
p
OTel Collector - OTLP from every service - Jaeger - Prometheus - DashO (optional) - 100%, no sampler
S
[ Linkerd + NetworkPolicy - agents reach the gateway, not the internet - payments-mcp admits only agentgateway J
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The toolbox, by the job it does

ON THE CLAIM PATH

Protocols

\)
-
-
\

A2A SDK + MCP
AAIF

agents talk A2A; tools
answer MCP

AROUND IT

Evidence

‘6

OTel Collector

CNCF
every span, 100%, one
pipe
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Network

lll “l
Linkerd
CNCF

+ NetworkPolicy: the
gateway is the only
road to the tool

na,
P
. ..

o E .
Jaeger

CNCF
read one trace

Identity

=M
SPIFFE / SPIRE
CNCF

a signed ID for each
agent pod

‘6

Weaver

OTel

checks every span
against our schema

kaspernissen.xyz

Gateway

tis
agentgateway

AAIF

checks the ID, asks,
then forwards

O

Prometheus
CNCF
metrics, OTLP in

Decision

&[0

Decision service
this repo

permit or deny, and
writes why

<

AgentEvals
0SS

grades the agent from
its traces

Live policy

©

OpenFeature
CNCF

flagd serves the
autonomy level

Keystone

i~
T
000
Kyverno
CNCF
the agent can’t edit its
own bounds
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LIVE

Demo time.

o]

A customer writes a claim. A model reads it. Agents prepare the
payment.

The platform decides what can be paid.
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What you just saw

The config from before, as it answered during the demo.

RING 2 - THE FLAG RING 2 - THE CEILING
€8,500: held, a person released it “Pay €80,000 instead”

northstar.policy.decision model read EUR 2,400
decision deny execute_payment
rule ~autonomous EUR 80,000 — HTTP [403]

.execute_limit policy service never asked
limit 6000
requested 8500

C9 €1,450 paid alone @ Keystone Kyverno said no Q Evidence read back from the trace
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CORE - IDENTITY
Every check keyed off one ID

sub spiffe://northstar.local
/ns/northstar-agents
/sa/settlement-agent

aud ../sa/agentgateway
— gateway [200]
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The call graph is no longer something you drew

}[ get_claim ][ model

} [execute_payment} [ model ] ‘

stop

}[ get_claim }[ model

] [ asks a human } [ stop }

/[ model
/
[
/
/
/| RUN2
Same prompt /
“Settle this j"—{ model
car-damage claim” \
\\
\
\ RUN 3

J [ check_policy } [ model

] [ execute_payment} { stop ’

The model draws it at run time.
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OTel - span

The audit trail is a trace

The Large claim, start to finish. Every step left a record.

[=] @ 612 Q. f

Policy decided Person approved Ledger paid

Customer wrote Model read
kasper.nissen, after 4 s PAY-000018

what they typed EUR 8,500 deny - limit 6000
gen_ai.input.messages gen_ai.output.messages northstar.policy.decision northstar.review.decision POST /payments/{id}/execute

one claim id - linked traces - one open standard

Nobody wrote an audit log. The system recorded what it did.
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OTel - five words

OpenTelemetry: a 1,000-mile view

Instrumentation

OTel API & SDK

auto-instrumentation

Infrastructure

Kubernetes - Linkerd

Generate and emit

The OpenTelemetry Collector

Telemetry backends

Trace database - Jaeger

Time series - Prometheus

Analysis

: <
/ All three - DashO tools

N/

Receive Process Export
&
Il traces Hl metrics Il logs
transmit Collect, convert, process, route, export
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transmit Store and analyze
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Two protocols, two jobs
MCP

reaches down: agent = tool

agent

! tools/list
! tools/call execute_payment

T the tools - the result

tool server
payments

A2A

reaches across: agent © agent

agent card

name - skills
where to reach it

1 - read the card

2 - task -

claims agent settlement agent

« working - input-required - completed

Both open, both in the Agentic Al Foundation. Neither one decides what an agent may do.
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OTel - propagation

One trace id, every hop

THE HOP OVER THE ID TRAVELS IN

] Browser - claims agent HTTP traceparent header, the claim id in baggage

Claims agent - settlement agent A2A traceparent header; we read it ourselves, the SDK doesn’t
J9 Settlement agent - gateway MCP params._meta (SEP-414), and the header

52 Gateway - policy service gRPC hook the gateway forwards traceparent

fit Gateway -» tool - ledger MCP - HTTP _meta, then the header

Q. Aperson approves human time a new trace, with a span link back

And Linkerd adds its proxy spans on every meshed hop, into the same trace.

Drop the id at one hop, and the story falls apart.
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One trace, and the absence that proves it

customer-ui northstar.claim.submit root - northstar.claim.id=CLM-INTAKE-0E6260
claims-agent chat claude-sonnet-5 gen_ai.input.messages gen_ai.output.messages
settlement-agent invoke_agent settlement_agent
settlement-agent execute_tool propose_payment permit
settlement-agent execute_tool execute_payment ERROR
agentgateway tools/call jwt.sub=../sa/settlement-agenthttp.response.status_code=200
agentgateway Guardrail grpc.status=0

policy-decision-service northstar.policy.decision deny €8,500 >€6,000

never attempted

settlement-agent chat claude-sonnet-5 narrates the wait, no retry

settlement-agent IMCP send tools/call refuse_payment permit

Read it like this: indented means called by the line above - struck through means it never happened - proxy spans not shown
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® OTel - trace
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OTel - link

The agent makes it. A human checks it.

TRACE A - THE MAKER TRACE B - THE CHECKER

the agent a person

reviewer-ui - rule human-approved.execute

{ claim filed ] [ human review approve }
{ settlement agent ] : ICATE LETRY [ execute_payment ]

minutes, hours. Nothing polls.
[ execute_payment ]

policy decision permit
[ policy decision deny] hand-off .

- -
=

span link: B points back to A

A link, not a parent. Work separated by human time is two traces and a link.

@ How long do humans take? northstar_approval_wait_duration_seconds, p95 by autonomy level.
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OTel - names

Our own names, as a contract

Semantic conventions name http.* and gen_ai.*. Weaver checks the names we add.

- id: northstar.policy.decision
type: { members: [permit, deny] }
brief: What the decision service decided.

2 © [E N

Define Check Generate Live-check
in YAML in Cl the docs what really runs

Telemetry names are an API. Weaver checks the APl against what really runs.
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Prove.

it afterwards, from the trace
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The gen_ai.* nhames: what a trace can say

OpenTelemetry’s semantic conventions for model and agent calls. Three span types carry the

agent’s work.

= invoke_agent @ chat J9 execute_tool
settlement_agent claude-sonnet-5 execute_payment

an agent takes a task one call to the model the agent uses a tool

gen_ai.agent.name gen_ai.request.model gen_ai.tool.name gen_ai.tool.call.id

gen_ai.conversation.id = claim id gen_ai.usage.input_tokens gen_ai.tool.call.arguments

gen_ai.system_instructions gen_ai.response.finish_reasons gen_ai.tool.call.result

gen_ai.input.messages

gen_ai.output.messages

solid always recorded dashed ; opt-in: the words themselves
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What did the agent actually do?

The gen_ai.* spans record every model call and every tool call. Ask them questions.

THE QUESTION

READ FROM

OUR CHECK

WHY IT MATTERS HERE

Right tools, right order?

execute_tool spans, in order

took_a_known_path

propose, then execute. Anything else is a
path nobody designed

Going round in a loop?

tool calls after a refusal

stopped_when_refused

arefused agent that tries again is working
around the platform

Paid what it proposed?

tool arguments

amount_executed_matches_proposed

no drift between the two calls

Said what it shouldn’t?

gen_ai.output.messages

narrative_states_no_amount

the amount comes from the ledger, never
the model

Did the customer try to
instruct it?

the customer’s words, at intake

prompt_injection

needs meaning, so a second model judges.

Code where the answer must never vary. A judge where it needs meaning.

/in/william-rizzo
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AgentEvals (the auditor)

An open-source evaluator. It reads the agent’s own trace, and writes its grade back as
OpenTelemetry conformant telemetry.

E The agents The Collector ~ A_gentEvaIs _ @ The grade ,
emit spans, as always sends AgentEvals a copy five checks per claim back on the agent’s span
THE TRICKY CLAIM, €2,400
took_a_known_path propose, then execute, nothing else
stopped_when_refused never refused n/a
amount_executed_matches_proposed paid what it proposed
narrative_states_no_amount told the customer no figure
prompt_injection the customer tried to instruct it

Other tools: OpenLIT Arize Phoenix Langfuse Agent Health
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e C I e ® what an agent may do

I rac e o what it actually did
I r OV e o it afterwards, from the trace
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Autonomy is a platform setting

Not in the prompt, not in the agent. One value in the platform says where the human stands.

The agent pays Q. A person decides ® Nobody
under the line above it past the ceiling
€0 €6,000 one flag moves this line €50, 000

The human is not removed.
The platform decides where the human stands.
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The boundary will not come
from the agent.

Draw it in the platform, make it the default, and let the rings hold it.




Three things to remember

Y S

Guardrails live in the Instrument decisions, not
platform only errors

Not in the prompt: identity, reach, A permit, a hold, a sign-off: spans
limits, a human where the rule with a rule, a limit and an identity.
says.

Agents can't move them. northstar.policy.decision deny - 6000

<3

Build it from upstream
projects

CNCF and AAIF. Own only the
rules.

If you can’t trace it, you can’t govern it.
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